
General Information 
 

Job Title Network Manager 

Contract Permanent 

Grade PO4 

Hours of Duty 52 weeks / 36 hours 

Location Highgate Wood Secondary School 

Accountable to Director of Finance and Operations   

Responsible for ICT Technicians  

  
 

The Post 

We are seeking to appoint an experienced and well qualified Network Manager who will be able to 
take responsibility for the management of the school’s computer network and ICT services, ensuring 
that we maintain high-quality ICT service to staff and students as well as families. The Network 
Manager will also provide strategic leadership for the development and improvement of our ICT 
provision going forward. 

 
Major Duties and Responsibilities 

• Management of the school network, its infrastructure, workstations, peripherals, 
and software as well as its online services 

• Manage access and accounts for all main IT systems such as AD, Share Point, Office 365, 
VOIP, Wifi network access, remote access, and to shared drives (including folder 
permissions) 

• Ensure appropriate levels of security and protection are met to meet GDPR and network 
security requirements, including maintaining appropriate backup systems and antivirus and 
firewall protection as well as necessary updates, security policies and user policies. 

• Plan for and be responsible for service continuity and disaster recovery in respect of ICT 
systems and services 

• Manage the ICT helpdesk, prioritising and resolving issues as they arise to maintain the most 
effective functioning of the school 

• Ensure ICT safeguarding practices are in place by careful management of our internet 
filtering and monitoring systems and appropriate support for our user policies. 

• Provide the technical point of contact for all hosted services and for in-house systems, 
including the MIS, liaising with these third-party support organisations to resolve issues as 
they arise. 

• Manage ICT technical staff to ensure they continue to develop their technical skills through 
training and your one-to-one support. 

• Provide technical support and guidance to staff for effective use of ICT equipment and 
software 

• Manage and maintain the ICT asset register and maintain all software and service licences 
and contracts. Have responsibility for the safe disposal of end-of-life equipment, ensuring 
that the asset register is fully auditable



• Ensure that high quality technical documentation is produced to support all areas of the 
technical infrastructure and its support procedures 

• Work in partnership with the Data Manager and the school’s admin team to manage 
and support all data and communication services of the school  

• Work with the Director of Finance and Operations on ICT strategic planning and take 
overall responsibility for the management and development of the school’s network 
infrastructure and services, liaising with key staff to ensure that ICT services meet 
developing curriculum, communication, and administrative needs. 

• In conjunction with the Director of Finance and Operations contribute to the ICT 
budget planning process to ensure the most effective and efficient use of available 
funds. 

• Keep abreast of new developments in technology and present proposals with 
recommendations to the Director of Finance and Operations of developments that 
may benefit the school. 

• Work with the Director of Finance and Operations plan for the evaluation, piloting and 
adoption of any future technologies. 

 

General Responsibilities: 

• To follow all agreed health and safety procedures in order to maintain a safe environment 
for self and others. 

• To report all security incidents to the Director of Finance and Operations and Data 

Protection Officer 
• Comply with all relevant regulations including the Data Protection Act (2018), Freedom of 

Information Act (2000), Health and Safety at Work Act (1974), Manual Handling Operations 
Regulations (1992), Keeping Children Safe In Education guidance 

• Carry out responsibilities in such a way as to minimise risk of harm to children and to 
promote their welfare in accordance to the Children Act (2004) and in accordance with 
current and forthcoming guidance, particularly in relation to the future requirements of 
the Online Harms Bill 

• There may be situations where the post holder may be required to undertake other duties 
within the school at the discretion of the Head teacher but within the level of responsibility 
of the current job description. 


